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E-Safety Policy

Our E-safety policy has been written by the school, building on the Wiltshire and SWGfL E-safety template policies and government guidance.  It applies to all members of Woodlands Primary School community (including staff, pupils, volunteers, parents/carers, visitors and community users) who have access to and are users of our school computing systems, both in and out of Woodlands Primary School. It has been agreed by the senior management and approved by governors. It will be reviewed at least annually.

The main areas of risk for our school community are:
· The content found online
· Contact being made through online services (inc. cyber-bullying, identity theft etc)
· The conduct of our children and adults regarding online services (inc. privacy issues, online reputation, health and well-being and copyright)

In common with other media such as magazines, books and video, some material available via the Internet is unsuitable for pupils. The school will take all reasonable precautions to ensure that users access only appropriate material. However, due to the international scale and linked nature of Internet content, it is not possible to guarantee that unsuitable material will never appear on a school computer. The school cannot accept liability for the material accessed, or any consequences of Internet access.
The head teacher and Computing co-ordinator will ensure that the E-Safety policy is implemented and compliance with the policy is monitored. 

The school will monitor the impact of the policy using:
· Logs of reported incidents
· Monitoring logs of internet filtering
· Surveys of pupils and staff

The Education and Inspections Act 2006 empowers the Headteacher to such extent as is reasonable, to regulate the behaviour of pupils when they are off the school site and empowers members of staff to impose disciplinary penalties for inappropriate behaviour. This is pertinent to incidents of cyber-bullying or other Online Safety incidents covered by this policy, which may take place outside of the school, but is linked to the school. 
The school will deal with such incidents within this policy and associated behaviour and anti-bullying policies and will, where known, inform parents / carers of incidents of inappropriate Online Safety behaviour that take place out of school.














Roles and Responsibilities
Headteacher - 
· Has a duty of care for ensuring the safety of members of the school community.
· Is aware of the procedures to be followed in the event of a serious online safety incident involving staff or pupils.
· Ensures the Online Safety Officer receives suitable training.
· Is trained in Online Safety issues
Online Safety Officer (our named OSO is Mrs Felicity Webb) –
· Takes daily responsibility for online safety issues
· Ensures staff are aware of the Esafety policy and their responsibilities
· Provides training and advice for staff
· Liases with school technical staff
Technical Staff (Woodlands technical support is provided by MARCCS IT Support)
· Ensure the school’s technical infrastructure is secure and not open to misuse or malicious attack
· Ensure that the school meets required online technical requirements
· Ensure that users may only access the networks and devices through properly enforced password protection
Teaching and Support Staff
· They have up to date awareness of online safety matters and of the school’s policy and practices
· They have read, understood and signed the Staff Acceptable Use Agreement
· They report any suspected misuse of problems to the Online Safety Officer or the Headteacher
· Know all digital communications with pupils, parents and carers should be on a professional level only.
· In lessons where Internet use is pre-planned, pupils should be guided to sites checked as suitable for their use and that processes are in place for dealing with any unsuitable material that is found in internet searches.
Pupils
· Are responsible for using the school digital technology systems in accordance with the Pupil Acceptable Use Agreement
· Understand the importance of reporting abuse, misuse  or access to inappropriate materials and know how to do so
· Should understand the importance of adopting good online safety practice when using digital technologies out of school 
Parents 
· Be encouraged to support the school in promoting good online safety practice and to follow guidelines on the appropriate use of;
· Digital and video images taken at school events
· Access to parents’ sections of the website

Woodlands Primary School has a clear, progressive e-safety education programme as part of the Computing curriculum / PSHE curriculum. It is built on Wiltshire’s e-safeguarding framework for EYFS to Y6. This covers a range of skills and behaviours appropriate to their age and experience.

As a school;
· We ensure staff know how to send or receive sensitive and personal data and understand the requirement to encrypt data where the sensitivity requires data protection; 
· Make regular training available to staff on e-safety issues and the school’s e-safety education program;
· Provide, as part of the induction process, all new staff [including those on university/college placement and work experience] with information and guidance on the e-safety policy.

How will Internet use enhance learning?

The school Internet access will be designed expressly for educational use and will include filtering appropriate to the age of the school’s pupils.
Pupils at Woodlands Primary School will learn appropriate Internet use (See Appendix A) and be given clear objectives for Internet use. In lessons where Internet use is pre-planned, pupils will be guided to sites checked as suitable for their use.

How will Internet access be authorised?

The school will keep a record of all staff and pupils who are granted Internet access. The record will be kept up-to-date and any children or staff who have had their access withdrawn will be removed from the record.
Children will not be issued with individual e-mail accounts, but will be authorised to use a class email address under supervision if it is beneficial for educational purposes.

How will filtering be managed?

The school will work in partnership with parents, guardians, Wiltshire Council, DCSF, MARCCS IT Support and the SWGFL to ensure systems to protect pupils are reviewed and improved. If staff or pupils discover unsuitable sites, the URL (address) and content must and will be reported to the SWGFL via the Computing co-ordinator. The Computing co-ordinator and Head Teacher will also have access to the filtering password so that they may add unsuitable sites to it immediately.

Managing Content

As a school we will ensure that the use of Internet derived materials by staff and by pupils complies with copyright law. Specific lessons will be included within the Computing Scheme of Work that teaches all pupils how to read for information from web resources and decide whether the information is reliable and relevant. The Computing co-ordinator is responsible for permitting and denying additional websites as requested by colleagues.
The point of contact on the website will always be the school address, school’s email and telephone number. Staff or pupils’ home information will never be published. Pupils’ full names will not be used anywhere on the website, particularly when in association with photographs. Written permission from parents or carers is always obtained before photographs are published on the school website. (See Appendix B) The head teacher will take overall editorial responsibility and ensure that content is accurate and appropriate.

Managing email and online communications

Pupils are allowed to access only approved email accounts on the school system and must immediately tell a teacher if they receive offensive mail. The pupils are taught that they must not reveal details of themselves or others in communications with people online; such as their address, telephone number, or arrange to meet anyone. Pupils understand that they are to use email in an acceptable way and in conjunction with the Internet rules or sanctions will be taken to prevent it happening again. The use of online chat is not permitted in school, other than as part of its online learning environment, e.g. Mathletics.

Each year group will have specific E-safety lessons which will be taught regularly from the Wiltshire Scheme of Work. A module on responsible Internet use and e-safety will be included in the curriculum covering both home and school use.
The school will conduct regular pupil surveys about home use of ICT. It will gauge the range of activities which pupils undertake and how safely they are using them.

Physical Safety:
· All electrical equipment in the school is tested annually to ensure that it is safe to use. Pupils are taught about the dangers of electricity as part of the science and PSHE curriculum. We expect pupils to behave appropriately near electrical sockets and appliances. 
· All the projectors in our school have maximum light levels below the government’s health and safety guidance of 1,500 ANSI lumens. Pupils are taught that they should not look directly at strong light sources such as the sun, lasers or data projectors. We expect all users to not look directly into the light beam when working on the interactive whiteboards.
· Workstations are cleaned and sanitised regularly. Pupils are taught to avoid taking food and liquids anywhere near the computers. We expect all users to refrain from eating and drinking when working at a computer.
· Health and safety guidance states that it is not healthy to sit at a computer for too long without breaks. Pupils are taught correct posture for sitting at a computer and that sitting for too long at a computer can be unhealthy. We expect all users to take responsibility for their own physical well-being by adopting good practices.
· Computers and other ICT equipment can be easily damaged. Pupils are taught the correct way to use ICT equipment. We expect pupils to respect ICT equipment and take care when handling and using. 
Network Safety:
· All users need to log on using a username and password. Pupils log on using a different users name depending on their year group and each year group have a common (yet different) password. Pupils are taught that they should only access the network using that particular log in. We expect all users to only logon using their username. Staff laptops can now only be accessed if their USB ‘key’ is inserted into one of their ports – then they will need to use their individual username and password to log in.
· Each user is given an allocation of disk space for the storage of their work. Pupils are taught how to save their work into their “My documents” area within their named folder. We expect pupils to save and keep their work to build up a portfolio of evidence. Pupils are taught not to access another user’s work without permission. We expect pupils to respect the privacy of all other users and to make no attempt to access or interfere with another user’s work.
· Only the network administrators are permitted to install software on to computers. Pupils are taught that the network or an application may not function properly if programmes are installed. We expect all users to make no attempt to load or download any programme onto the network. 
· All users of the network can be monitored remotely by the network administrators. Pupils are taught that their use of the network can be monitored. We expect all users to understand that their use is subject to monitoring.



Cyber-Bullying:
· The school takes bullying very seriously and has robust procedures for identifying and dealing with it. Cyber-bullying is the use of any communication medium to offend, threaten, exclude or deride another person or their friends, family, gender, race, culture, ability, disability, age or religion. Pupils are taught about bullying as part of the PSHE curriculum. We expect all members of our community to communicate with each other with respect and courtesy. Bullying of any type will not be tolerated by the school and will be dealt with under the procedures within the Whole School Policy on Behaviour, including bullying. 
Mobile Phones:
· Pupils are not permitted to have mobile phones upon their person in school. 
· [footnoteRef:1]We recognise that our oldest pupils may walk on their own to and from school and parents may wish them to have a mobile phone for emergencies. However we discourage this on security grounds as they are easily lost, damaged or stolen. Pupils are taught that they shouldn’t have a mobile phone on their person in school and that any phone brought in must be handed to the office or class teacher for the duration of the day. We expect pupils not to carry a mobile phone in school. [1: ] 

· 2Staff and visitors to the school are aware that personal mobile phones are only permitted in school for emergency use. They are not to be carried on their person and must have a passcode to be unlocked. They must not be used for taking or storing images.
	
	School Devices
	Personal Devices

	
	School owned for single user
	School owned for multiple users
	Student owned
	Staff owned
	Visitor owned

	Allowed in school
	Yes
	Yes
	[bookmark: _Ref448214453]No1
	Yes2
	Yes2

	Full network access
	Yes
	Yes
	No
	No
	No

	Internet only
	Yes
	Yes
	No
	Yes
	No


Digital and Video Images:
The development of digital imaging technologies has created significant benefits to learning, allowing staff and pupils instant use of images that they have recorded themselves or downloaded from the internet. However, staff, parents / carers and pupils need to be aware of the risks associated with publishing digital images on the internet. Such images may provide avenues for cyberbullying to take place. Digital images may remain available on the internet forever and may cause harm or embarrassment to individuals in the short or longer term. It is common for employers to carry out internet searches for information about potential and existing employees. The school will inform and educate users about these risks and will implement policies to reduce the likelihood of the potential for harm:  
· When using digital images, staff should inform and educate pupils about the risks associated with the taking, use, sharing, publication and distribution of images. In particular they should recognise the risks attached to publishing their own images on the internet e.g. on social networking sites.
· Written permission from parents or carers will be obtained before photographs of students / pupils are published on the school website / social media / local press 
· In accordance with guidance from the Information Commissioner’s Office, parents / carers are welcome to take videos and digital images of their children at school / academy events for their own personal use. To respect everyone’s privacy and in some cases protection, these images should not be published / made publicly available on social networking sites, nor should parents / carers comment on any activities involving other pupils in the digital / video images. 
· Staff are allowed to take digital / video images to support educational aims, but must follow school academy policies concerning the sharing, distribution and publication of those images. Those images should only be taken on school equipment, the personal equipment of staff should not be used for such purposes.
· Photographs published on the website, or elsewhere that include pupils will be selected carefully and will comply with good practice guidance on the use of such images.
· Pupils’ full names will not be used anywhere on a website or blog, particularly in association with photographs.	
Complaints related to child protection are dealt with in accordance with the school / LA child protection procedures and will immediately be reported to our Child Protection officer (M.Kitley)
Each member of staff has been briefed and has signed a “Roles and Responsibilities” regarding using ICT safely within school and outside of school. They know it is their responsibility to remain professional whilst using the Internet and other ICT in and out of school.

Agreed by						Agreed by

M.D.Kitley						S.E.Crook

Date: 18/10/2016

Policy agreed: 	Autumn 2016
Policy review date:	Autumn 2017
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Responsible Internet Use

These rules help us to be fair to others and keep everyone safe.
· I will ask permission before using the Internet.  
· I will use only my class network login and password, which is secret. 
· I will only open or delete my own files. 
· I understand that I must not bring into school and use software or files without permission.
· I will only e-mail and open attachments from people I know, or my teacher has approved.
· The messages I send will be polite and sensible.
· I understand that I must never give my home address or phone number, or arrange to meet someone.
· If I see anything I am unhappy with or I receive messages I do not like, I will tell a teacher immediately. 
· I understand that the school may check my computer files, e-mails I send and the Internet sites I visit.
· I understand that if I deliberately break these rules, I may not be allowed to use the Internet or computers.
· The school may exercise its right to monitor the use of the school’s computer systems, including access to web-sites, the interception of e-mail and the deletion of inappropriate materials where it believes unauthorised use of the school’s computer system is or may be taking place, or the system is or may be being used for criminal purposes or for storing unauthorised or unlawful text, imagery or sound. The South West Grid for Learning (SWGfL) monitors all Internet use and will notify the police and Local Authority if an illegal website is accessed.






Appendix B
	Woodlands Primary School
Responsible Internet Use
Please complete, sign and return to school.

	Pupil: 
	Class: 

	Pupil’s Agreement
I have read and I understand the school Rules for Responsible Internet Use. I will use the computer system and Internet in a responsible way and obey these rules at all times.  

	Signed: 
	Date: 

	Parent’s Consent for Internet Access
I have read and understood the school rules for responsible Internet use and give permission for my son / daughter to access the Internet.  I understand that the school will take all reasonable precautions to ensure pupils cannot access inappropriate materials.  I understand that the school cannot be held responsible for the nature or content of materials accessed through the Internet.  I agree that the school is not liable for any damages arising from use of the Internet facilities.

	Signed: 
	Date: 

	Please print name: 

	Parent’s Consent for Web Publication of Work and Photographs
I agree that, if selected, my son/daughter’s work may be published on the school Web site.  I also agree that photographs that include my son/daughter may be published subject to the school rules that photographs will not clearly identify individuals and that full names will not be used.

	Signed: 
	Date: 
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